
Free stock photos - PxHere - 1055658

Rust in Automotive:
Shifting Left and Shifting into Gear

Pete LeVasseur
Eclipse uProtocol

Safety-Critical Rust 
Consortium 

https://pxhere.com/en/photo/1055658


Changing Winds



C and C++ are the programming 
languages used in critical automotive 
software. They are perceived as 
error-prone. Rust is an up-and-coming 
solution to some issues.



Example headwinds

https://www.nsa.gov/Press-Room/News-Highlights/Article/Article/3215760/nsa-releas
es-guidance-on-how-to-protect-against-software-memory-safety-issues/



Example headwinds

https://advocacy.consumerreports.org/wp-content/uploads/2023/01/Memory-Safety-
Convening-Report.pdf



Example headwinds

https://www.vice.com/en/article/a3mgxb/the-internet-has-a-huge-cc-problem-and-de
velopers-dont-want-to-deal-with-it



Example headwinds

https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8397.pdf



These are only some of the publications 
from a few years ago. The regulations 
and pressure have only increased since 
then.



Meeting the 
Moment



I see Rust’s mission as making it 
dramatically more accessible to author 
and maintain foundational software. By 
foundational I mean the software that 
underlies everything else. - Niko Matsakis



Rust as bumper rails for quality software

Thread-Safety

Memory-Safety

Type-Safety

Narrows the scope of failures

Allows a focus on business requirements



Coexistence possible, still see memory-safety benefits

https://security.googleblog.com/2022/12/memory-safe-languages-in-android-13.html



But, can we use Rust in a safety setting?

https://rustfoundation.org/media/announcing-the-safety-critical-rust-consortium/



Rust is in Motion in Automotive

> 50% of rules are 
irrelevant to Rust

Rust Adoption
● Infineon
● Vector
● Aptiv
● Ampere
● Volvo Cars

Ferrocene
● ASIL-D Compiler
● Language 

specification
● Ferrous Systems
● Now considered 

de-facto in 
safety-critical



Rust supports platforms in-use in Automotive



Safety-Critical Rust Consortium

+ Safety
-
Critical

=

Subcommittee
s➔ Tooling
➔ Coding 

Guidelines
➔ Liaison



C++/Rust Interop Initiative
C++

Rust

C
bindgen

cbindgen

cxx,
autocxx

FFI Binding 
Landscape

Safety-Critical
Rust Software

Embedded
Software

Need to Interop with 
Existing C and C++ Software

Goals
● Improve interop binding tools
● Build richer interop into Rust 

language and compiler
● Social interop with C++



Eclipse SDV WG

Projects using Rust

➔ Vehicle Services 
Data Broker

➔ Service Mesh
Abstraction

➔ Low-latency 
middleware

Rust SIG
● Knowledge-share for Rust 

best-practices in Automotive
● Lightweight consensus 

building around tools and 
methods

➔ Zero-copy 
shared-memory transport



Jumping In



Being a Rust expert is not required. 
There are needs related to 
understanding the Automotive 
industry’s safety-critical standards and 
complying with them.



Interested in pitching in?

https://sdv.eclipse.org/get-engaged/



Interested in pitching in?

https://uprotocol.org/



Interested in pitching in?

https://github.com/rustfoundation/safety-critical-rust-consortium

https://arewesafetycriticalyet.org/



 

   Thank You!

Pete LeVasseur


